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1. Introduction  

 

1.1 This Individual Customer Agreement (“Agreement”) comprises a legal agreement between you, as 
an individual, (“you”, “your” or “Customer”) and Doo Payment (as defined hereinafter).  

 

1.2 This Agreement shall govern your use of the Services (as defined below) which made available by 
us, which include the use of mobile applications, websites, software and other products we offer.  

 

1.3 This Agreement refers to and incorporates by reference to additional information/documents 
(“Additional Information/Documents”), which also apply to your use of our Services, including: 

 

(a) Our Acceptable Use Policy which sets out the allowed and restricted uses of our Services; 
and 

 

(b) Our Privacy Policy. 

 

1.4 By using our Services, you confirm that you accept and agree to the terms in this Agreement in its 
most current form as posted on our Website, App or by an API Partner. You acknowledge that you 
have read and fully understood this Agreement prior to your access to and use of the Services. 
Your registration and use of the Services shall signify your unconditional and irrevocable 
acceptance of this Agreement (as may be amended by Doo Payment from time to time). If you do 
not agree to the terms of this Agreement, please do not proceed with the registration process or 
use the Services..  

 

1.5  In providing the Services, we may engage or use other entities, banks, payment service providers 
and third-party service providers located in Australia or overseas to facilitate or perform parts of the 
Services, including the collection, conversion, processing, settlement and payout of funds. Unless 
we inform you otherwise, the entity with which you opened your Account remains your contractual 
service provider under this Agreement, notwithstanding the involvement of any other entity or 
service provider. In certain circumstances, a Service may be provided directly to you by another 
entity. Where this materially affects your contractual rights or the regulatory framework applicable 
to the Service, we will provide or make available relevant information regarding that entity and any 
additional terms applicable to the Service. 
 

 

1.6 In case of any discrepancies between this Agreement, the Additional Documents or information we 
provide on our Website, Application, or by an API Partner, this Agreement will take priority.  

 

1.7 How this Agreement applies to you. If you only use our Services to make Money Transfer or 
maintain a profile with Doo Payment, then you agree to this Agreement each time you use our 
Services in this way. When you open an Account with us, this Agreement applies to you whilst the 
Account is open. 

 

1.8 Future Changes. We may update this Agreement from time to time as stipulated in Clause 16.  

 

 

2. Definitions 

 

2.1 Throughout this Agreement, unless the context otherwise requires, the following terms shall have 
the meanings as defined below:  
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“Account” or “Doo Payment 
Account” 

: means a multi-currency account held by customers with 
Doo Payment; 

“Agreement” : means this Customer Agreement which governs the 
terms and conditions for the Services as may be varied 
or modified from time to time at our sole discretion; 

“Applicable Laws” : means all: 

(a) applicable provisions of laws, regulations, and 
directives, including anti-money laundering 
(AML), counter-terrorism financing (CTF), and 
other financial crime prevention laws, as well as 
privacy and consumer protection laws, that apply 
to the parties or the Services; 

(b) relevant rules, guidelines, or directives issued by 
government agencies, regulatory authorities, or 
self-regulatory organisations with jurisdiction 
over Doo Payment or our Services; and 

(c) Australian laws, including but not limited to the 
Anti-Money Laundering and Counter-Terrorism 
Financing Act 2006, and any other applicable 
laws or regulations governing the Services in 
Australia; 

“Application” or “App” : means the mobile application operated by Doo Payment 
(as amended from time to time) for the provision of 
Services; 

“API” : means the application programming interface provided 
by Doo Payment, for example, through an API Partner; 

“API Partner” : means a business we have partnered with for Doo 
Payment to offer our Services through their website, 
mobile application or similar; 

“Doo Payment” or “Us” or “We” 
or “Our” 

: means  

(a) Doo Exchange AU Pty Ltd (ACN 661 717 237), 

(i) an Australian based remittance service 
provider, authorised and regulated by the 
Australian Transaction Reports and Analysis 
Centre (AUSTRAC), registration number: 
100812107-001; and   

(ii) a corporate authorised representative of Doo 
Payment Technology AU Pty Ltd, a non-cash 
payment service provider, regulated by the 
Australian Securities and Investments 
Commission (ASIC), license number: 
444062; 

(b) Doo Payment AU Pty Ltd (ACN 663 555 431), 
an Australian based remittance service provider, 
authorised and regulated by the Australian 
Transaction Reports and Analysis Centre 
(AUSTRAC), registration number: 100844845-
001; and 

(c) Doo Payment Technology AU Pty Ltd (ACN 
164 232 848), an Australian based non-cash 
payment service provider, holder of Australian 
Financial Services Licence (AFSL) No. 444062, 
authorised and regulated by the Australian 
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Securities and Investments Commission (ASIC). 

“GST” : means Goods and Services Tax and refers to: 

(a) any GST or other turnover taxes imposed in 
Australia on the provision of goods and services, 
under relevant legislation and/ or statutes; 

(b) to the extent not included in paragraph (a) above, 
any tax in the nature of goods and services tax, 
consumption tax, supply or value added tax, 
sales tax, turnover tax, business tax (including 
gross receipts tax), digital services taxes, profit 
participation contributions (PIS), social security 
financing contributions (COFINS), Municipal 
Service Tax (ISS) or any similar tax or taxes 
whether imposed in Australia, a member of the 
EU or United Kingdom, or imposed elsewhere in 
the World in substitution for, or levied in addition 
to, the taxes referred to in the above paragraphs 
or imposed elsewhere. Any other words or 
expressions used in this clause and which are 
defined in the tax legislation of the relevant 
country have the same meaning as in that 
legislation 

“Services” : means the services provided by Doo Payment set forth 
in Clause 5.1 of this Agreement; and 

“Website” : means any Doo Payment webpage, including 
au.doopayment.com and doopayment.com, where we 
provide the Services to you. 

 

2.2 In this Agreement:  

 

(a) words denoting the singular shall include the plural number and vice versa;  

 

(b) words denoting any gender shall include all genders; and  

 

(c) words denoting persons shall include natural persons, firms, companies, bodies corporate, 
and unincorporated bodies.   

 

2.3 Unless otherwise expressly provided, any reference in this Agreement to:  

 

(a) a clause or a schedule is a reference to the relevant clause of, or schedule to, this Agreement; 
and 

 

(b) any reference to a section is a reference to the relevant section of the relevant schedule.  

 

The schedules shall form part of this Agreement.  

 

2.4 The headings to the clauses, sections and schedule in this Agreement are for the purposes of 
reference only and shall be ignored when construing the meaning of any provision of this 
Agreement. 
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3. Eligibility 

 

3.1 You must be 18 years or older to use our Services, and by opening an Account you declare that 
you are 18 years or older. We may require at any time that you provide evidence of your age. 

 

3.2 You may only open an Account if it is legal to do so in your country of residence. By opening an 
Account, you commit to us that your opening of and maintaining the Account does not violate any 
applicable laws or regulations. You take responsibility for any consequences of your breach of this 
section. 

 

 

4. Using our Services 

 

4.1 Each of our Services works differently. This Clause provides an overview of the Services covered 
by this Agreement and the terms that apply to all the Services under this Agreement. You should 
carefully read the section of the Service you intend to use: 

 

(a) Converting Currency. Allowing users to convert one currency to another with competitive 
exchange rates, providing a cost-effective solution for exchange funds. 

 

(b) Money Transfer. Facilitating transfer of money domestically or internationally, making it more 
accessible and cost-effective for users to sending funds to others, regardless of location. 

 

(c) Global Payment. Cross border movement of funds via various types of payments, including 
trade payments, investments and other financial transactions, through our convenient, multi-
currency collection accounts. 

 

4.2 You hereby acknowledge and agree that you must only use the Services in an appropriate and 
lawful activities. You are prohibited as well as restricted from using the Services for the activities 
set forth in our Acceptable Use Policy. 

 

4.3 We have the right to suspend the processing of any transaction where we reasonably believe that 
the transaction may be fraudulent, illegal, abusive or involves any criminal activity or where we 
reasonably believe you to be in breach of this Agreement. You agree that you will cooperate in 
relation to any financial crime screening that is required and to assist us in complying with any 
prevailing laws or regulations in place. You are liable to us for the full amount of the payment if it is 
later invalidated for any reason including, but not limited to, disputes, unauthorised transactions, or 
if there is a reversal of the payment. You agree to allow us to determine at our sole discretion the 
appropriate party to incur the burden of such disputes or reversals. 

 

4.4 By using our Services, you agree and acknowledge that:  

 

(a) There may be risks associated with maintaining an account that holds balances in multiple 
currencies including any risks associated with fluctuations in the relevant exchange rates 
over time. 

 

(b) Negative amount in an Account represents an amount you owe to us, and you must repay 
the negative amount immediately without any notice from us. 

 

(c) The exchange rate applicable to any transaction shall be determined based on the prevailing 
market rate at the time of receipt of funds from you. We may provide you with a guaranteed 
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foreign exchange rate for a period. We will notify you of the guaranteed rate and the period 
during which we are offering that rate when you initiate an order. 

 

(d) We will not process your order or any transaction until we hold or have received the funds 
and specified fees. You are responsible for ensuring that sufficient funds are available and 
that the payment is processed to us in a timely manner. We are not responsible for the time 
it takes for the money to be sent to us by your bank or payment service provider.  

 

(e) We reserve the right to decline any order if the conditions stipulated in this Agreement have 
not been met. This may include but is not limited to incorrect information about a recipient, 
insufficient available funds, or where we believe you may have violated this Agreement. We 
will make reasonable efforts to notify you of any declined order, using the contact information 
that you have provided to us, explaining (where possible) the reasons for such decline and 
how to correct any errors. However, we may not be able to provide notification if doing so 
would be unlawful. 

 

(f) We will make reasonable efforts to ensure that the funds arrive in the recipient’s bank account 
or payment account within the notified timeframe provided to you. Delays in the provision of 
Services may occur due to circumstances beyond our reasonable control, including but not 
limited to delays or disruptions caused by our bank or payment service providers. We shall 
not be liable for any loss or damages arising from such circumstances. 

 

(g) We shall not be liable for any loss or damages due to any inaccuracy of the recipient 
information that you provide to us. 

 

(h) When you make a Money Transfer, the settlement and payout to the recipient are final and 
irrevocable unless otherwise provided in this Agreement or pursuant to applicable law. 

 

 

5. Getting Started 

 

5.1 In order to use our Services, you must create a profile and provide certain information about yourself 
as prompted by us.  

 

5.2 For legal reasons, all information you provide must be complete, accurate and truthful. You must 
update this information whenever it changes. We may refuse to provide, or discontinue, the 
Services to any person at any time for any reason.  

 

5.3 You acknowledge that we are required by law to conduct certain security and customer due 
diligence checks on you to provide any of the Services to you. Sometimes, we might also need to 
perform checks on other parties involved in a particular transaction.  

 

5.4 You agree to comply with any request from us for further information and provide such information 
in a format acceptable to us. You agree that we may make, directly or using a third party, any 
inquiries we believe are necessary to verify information you provide to us, including checking 
commercial databases, identity verification services, or credit reports. You agree that we may 
disclose certain information about you, including relevant individuals’ names, residential addresses, 
and dates of birth to a credit reporting agency to request a credit report for these purposes. We 
may keep records of such customer due diligence checks in accordance with Applicable Laws.  

 

5.5 We may be required by law to collect and report information in compliance with international 
standards, including the OECD Common Reporting Standard (CRS) and the Foreign Account Tax 
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Compliance Act (FATCA). You must provide accurate self-certification information including but not 
limited to your tax residencies information and Taxpayer Identification Number with respect to each 
tax residency. 

 

5.6 We treat all activities under the Account to be those of the registered user. You must only use the 
Services to transact on your own Account and not on behalf of any other person. Please take note 
on our Acceptable Use Policy. 

 

5.7 You may only open one (1) Account unless we explicitly approve the opening of additional accounts. 
Doo Payment may refuse the creation of duplicate accounts for the same user. Where duplicate 
accounts are detected, Doo Payment may close or merge these duplicate accounts without 
notification to you. 

 

5.8 You agree that failure to comply with this Clause 5 will be a material breach of this Agreement.  

 

 

6. Termination and Suspension 

  

6.1 Notwithstanding anything in this Agreement, we may change the procedures or mode of operation 
of the Services at any time without prior notice. We may terminate this Agreement and close your 
Account or any Services associated by providing you with thirty (30) days’ prior notice, unless 
immediate termination is required due to legal obligations, security concerns, fraud prevention, or 
unlawful activities. 

 

6.2 In addition to Clause 6.1, we shall be entitled to immediately suspend or terminate your use of the 
Services (or any part thereof, including any associated benefits under the Services), or take any 
necessary action we may deem fit, without prior notice and without the requirement of evidence, if 
we reasonably suspect or upon the happening of any of the following events: 

 

(a) dishonesty, fraud, abuse, use not made in good faith, use not made as intended, illegality, 
criminality or misrepresentation in your use of the Services, whether actual or attempted; 

 

(b) breach of or reasonable suspicion of a breach of any of the provisions of this Agreement, 
and/or any applicable terms and conditions of any new services as may be provided by us 
from time to time, or have engaged in any conduct deemed detrimental or prejudicial to our 
interests or reputation; 

 

(c) violation of any acts, statutes, laws, by-laws, rules, or regulations imposed by any party, 
regulatory body or government agency;  

 

(d) submission of false, misleading, or inaccurate documents or information during your 
application or use of the Services;  

 

(e) acts carried out in bad faith, with malicious intent, or in any way that we determine 
undermines the integrity or functionality of the Services;  

 

(f) being blacklisted, flagged, or reported by any financial institutions, licensed banks, e-money 
issuers, or similar entity in any country;  

 

(g) residency, nationality, or association with a sanctioned or high-risk country, as determined by 
us or any regulatory body;  



   

 

Page 8 of 16 

 

(h) inclusion in any internal or external watchlists maintained or used by us, including regulatory 
or governmental watchlists;  

 

(i) identification as a politically exposed person, a close associate of a politically exposed 
person, non-governmental organisation (NGO), or part of an embassy;  

 

(j) transactions or activities flagged or reasonable suspected by us or any third-party service 
providers for involvement in money laundering, terrorism financing, fraud, illegal or other 
suspicious activities;  

 

(k) failure to provide, within the timeframe specified by us, any additional documents or 
information which Doo Payment may request from you from time to time to comply with our 
operational, legal, or regulatory requirements; or 

 

(l) any other circumstances that, in our sole discretion, justify action necessary to protect Doo 
Payment’s operational integrity, ensure compliance with legal or regulatory obligations, or 
safeguard our reputation.  

 

6.3 Doo Payment will notify you of any termination or suspension as soon as practicable, providing 
reasons for such action, unless doing so would be unlawful or compromise our reasonable security 
interests. 

 

6.4 If Doo Payment terminates or suspends the Services or any part thereof pursuant to Clause 6.2 
above, we shall not be obliged to process or issue any refund of fees, balances, or other amounts 
owed to you until and unless clearance has been obtained from the relevant authorities, if relevant. 
Any determination regarding refunds shall be at Doo Payment’s sole discretion, and we reserve the 
right to withhold or offset amounts against any outstanding obligations, claims, or damages owed 
by you to us. This Clause shall apply notwithstanding any other provision in this Agreement. 

 

6.5 In alignment with Clause 6.4 above, you are responsible for ensuring the accuracy of the bank 
account details and providing any other information as required by Doo Payment. This will facilitate 
the refund of the remaining amount to your bank account within fourteen (14) working days upon 
the receipt of accurate bank account details, necessary information, and clearance from the 
authorities, if required. 

 

6.6 Doo Payment shall not be liable for any losses or damages suffered due to any incorrect bank 
account information provided by you.  

 

6.7 The provisions of this Clause 6 are without prejudice to our other rights and remedies under this 
Agreement or at law.  

 

6.8 Closing your Account 

 

(a) The terms of this Agreement shall continue until your Account is terminated. You may close 
your Account and/or end your ability to use our Services at any time by following the steps 
provided by us on our Website, Application or via an API Partner. 

 

(b) You must withdraw your funds before your Account closes. At the time of closure, if you still 
have funds in your Account, you will no longer have access to them, but you can still withdraw 
your money by contacting our customer support team. You have the right to do this for a 
period of seven (7) years from the date your Account is closed.  
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(c) After closure or deactivation of your Account, you may be subject to additional checks before 
we are able to return the funds to you. 

 

(d) You agree that you will continue to be responsible for all obligations related to your Account 
and your use of our Services, even after it is closed, or you have stopped using our Services. 
For example, if you have a negative balance with us, you will remain responsible for paying 
us even after your Account is closed and/or you have deleted your profile. 

 

(e) On termination for any reason, all rights granted to you in connection with the Application 
shall cease, you must immediately delete or remove the Application from your devices. 

 

 

7. Acceptable Use of Services  

 

7.1. You may only use our Services for personal purposes and not as a business account or for business 
purposes. If you require a product or Service dedicated to business activities, you may open a 
Business Account with us. 

 

7.2. Other ‘restricted activities’ are outlined in our Acceptable Use Policy. You must read this Policy 
carefully to make sure you do not carry out any of these activities while using our Services. Failure 
to comply with the Policy may result in the suspension or termination of your access to and use of 
our Services. 

 

8. Account Security 

 

8.1 For your security, we recommend using our Services to send money to trusted individuals and 
businesses that you know and have established prior relationships with. 

 

8.2 You shall never disclose your Account password and login credentials to any third party. We will 
never ask you to provide your password to us or to a third party.  

 

8.3 If you suspect your Account, login credentials, password or other security feature is stolen, lost, 
used without authorisation or otherwise compromised, you are advised to change your password. 
We rely on you to regularly check the transactions history of your Account. Please contact our 
customer support immediately in case of any unauthorised, incorrect, or misdirected transaction, 
or if you suspect that your Account has been compromised. Any undue delay in notifying us may 
not only affect the security of your Account but may result in you being responsible for financial 
losses. 

 

8.4 We may suspend your Account or otherwise restrict its functionality if we have concerns about: 

 

(a) the security of the Account or any of its security features; or 

 

(b) unauthorised or fraudulent use of your Account or any of its security features. 

 

We will notify you of any suspension or restriction of your Account and of the reasons for such 
suspension or restriction as soon as we can, unless notifying you would be unlawful or compromise 
our reasonable security interests. We will lift the suspension and/or restriction as soon as 
practicable after the reasons for the suspension and/or restriction have ceased to exist. 
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8.5 You are responsible for all losses relating to an unauthorised transaction from your Account if you 
have acted fraudulently or failed, either intentionally or through gross negligence, to use your 
Account in accordance with this Agreement. 

 

 

9. Service Fee 

 

9.1 You can find the applicable Service Fees in the fee schedule provided to you or as otherwise 
communicated by Doo Payment. These fees apply when you use our Services and form part of this 
Agreement..  Doo Payment reserves the right to amend the Service Fees or introduce new fees at 
any time, with prior notice provided to you where required by Applicable Laws. All Service Fees are 
non-refundable unless otherwise stated in this Agreement or agreed upon in writing by Doo 
Payment. 

 

9.2 Invoices. In respect of certain Services, we may invoice you for amounts due or payable under this 
Agreement on a monthly basis. Any invoices issued by Doo Payment shall be paid promptly to 
maintain your access to the Services, and payment shall be made no later than the date specified 
on the invoice. If full payment is not received on time, Doo Payment reserves the right to suspend 
your access to the Services and any associated accounts until the full invoiced amount is received.   

 

9.3 Tax. All amounts payable to Doo Payment under this Agreement are exclusive of all taxes and 
similar fees now in force or enacted in the future, which the Customer will be responsible for and 
will pay in full without any set-off, counterclaim, deduction or withholding unless required by 
Applicable Laws.  

 

If you are required by the Applicable Laws to deduct withholding tax from any payment made to us: 

 

(a) you must promptly notify us of such requirement;  

 

(b) Doo Payment and you will make all necessary filings to ensure the provisions of any 
applicable tax treaty applies to the payment; 

 

(c) you will pay us such additional amount so that we receive the full amount that would have 
been payable had no withholding or deduction been required; 

 

(d) you will pay to the relevant authorities the full amount required to be deducted or withheld 
when due; and 

 

(e) you will promptly forward to us an official receipt (or a certified copy), or other documentation 
reasonably acceptable to us, evidencing payment to such authorities. 

 

9.4 GST applicability: 

 

(a) Unless set out elsewhere in this Agreement, all Services provided by us and the fees on 
these are exclusive of any applicable GST. 

 

(b) Where any such Service provided by us is subject to GST, you will pay GST over to us in 
addition to the agreed fees. 

 

(c) The GST will be payable at the same time as the underlying fee, except where you have the 
responsibility to self account for such GST to a tax authority. 
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9.5 Doo Payment may deduct any amounts you owe from time to time from the funds we collect or 
receive as part of the Services or from any amount provided as security pursuant to Clause 9.6 of 
this Agreement. If you do not have enough funds to pay the amount owed to us, we may, at your 
expense, take reasonable steps to recover the outstanding amount, including legal action or use of 
debt collection services which you shall bear all associated costs and expenses thereof. 

 

9.6 Security. Doo Payment may, at any time, require you to procure, within thirty (30) days (or such 
longer period as Doo Payment and you agree) after receiving our written request, a guarantee, 
indemnity or other security (including the replacement of any existing security) in such form and 
over such assets as we may reasonably require to ensure the satisfactory performance of your 
obligations (including contingent or potential obligations) under this Agreement. 

 

 

10. Intellectual Property Rights 

 

10.1 All trademarks and other intellectual property rights used in relation to the Services belong to Doo 
Payment.  

 

10.2 We grant you a limited license to access and use the Services subject to the terms and conditions 
of this Agreement for permitted use only. Unless we provide you with our prior written consent, this 
license does not allow you to make any commercial use or any derivative use of the Services 
(including but not limited to any of our individual elements or content). All proprietary content, 
trademarks and other intellectual property displayed on the platform are and remain the property of 
Doo Payment or, where applicable, third party proprietors identified on the platform.  

 

10.3 By using or accessing the Services you agree to comply with the copyright, trademark, service 
mark, and all other applicable laws that protect the Services, the platform and our content. You 
agree not to copy, distribute, re-publish, transmit, publicly display, publicly perform, modify, adapt, 
rent, sell, or create derivative works of any portion of the Services, the platform or our content. You 
also may not, without our prior written consent, mirror or frame any part or whole of the contents of 
this platform on any other server or as part of any other website. In addition, you agree that you will 
not use any automated systems (including but not limited to robots, spiders or similar mechanisms) 
to access or copy our content, without our prior written consent (such consent is deemed given to 
standard search engine technology employed by internet search websites to direct users to this 
website). 

 

 

11. Limitation of Liability 

 

11.1 The Services are provided on an “as is” and “as available” basis. We disclaim all liability and makes 
no express or implied representation or warranties of any kind in relation to the Services including 
but not limited to:  

 

(a) the availability, accessibility, timeliness, reliability or uninterrupted use of the Services; and  

 

(b) the sequence, accuracy, completeness, timeliness, suitability or security of any data or 
information provided to you as part of the Services.  

 

11.2 While Doo Payment will use reasonable efforts to ensure that the Services are secure and protected 
against unauthorised access, we do not guarantee or warrant that the Services will be completely 
free from unauthorised access, cyber threats, or other security breaches. 
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11.3 To the fullest extent permitted by law, Doo Payment shall not be liable or responsible to you and/or 
to any other third party(ies) for any costs, losses or damages (whether direct or indirect, incidental, 
consequential or otherwise), as a result of your usage of the Services including but not limited to: 

 

(a) any loss of profit, loss of business, business interruption, loss of business opportunity or 
similar, if you use our Services for any commercial or business purpose in violation of this 
Agreement; 

 

(b) any dispute between you and any recipient, counterparty or other third party regarding any 
aspect of a transaction, including, but not limited to, issues relating to quality, merchantability, 
fitness for use, quantity, or delivery; 

 

(c) any unauthorised access, theft, or misuse of your security credentials or identity 
impersonation;  

 

(d) any losses arising from the exercise of our rights under this Agreement or resulting from your 
default, negligence, or misuse of the Services; and/or 

 

(e) any losses arising from Force Majeure Events (as defined in Clause 15) that prevent the 
completion of the transaction, despite reasonable precautions that we have taken. 

 

11.4 Notwithstanding anything to the contrary contained herein, the maximum liability of Doo Payment 
for any and all claims arising out of or in connection with the Services, shall not exceed in aggregate 
Service Fees paid by you for the Services during the 12-month period preceding the event giving 
rise to the claim. 

 

11.5 The limitations and exclusions of liability set out in this Clause shall apply to the fullest extent 
permitted by law and shall survive the termination or suspension of your use of the Services. 

 

11.6 Nothing in this Agreement shall exclude or limit Doo Payment’s liability for damages arising from 
our gross negligence, willful misconduct, or fraud, where such exclusion or limitation is prohibited 
by Applicable Laws. 

 

11.7 In the event of loss, claims, costs, or expenses (including reasonable legal fees) arising out of your 
breach of this Agreement, any applicable law or regulation and/or your use of our Services, you 
agree to defend, compensate us and our affiliates and hold us harmless. This provision shall survive 
the termination or suspension of your use of the Services. 

 

 

12. Indemnity 

 

12.1 You shall indemnify and shall keep Doo Payment indemnified from any loss, damage, liability or 
expense, arising from any claims for libel, invasion of privacy, infringement of intellectual property 
rights (including copyright or patent), breach of confidence or privilege, or breach of any law or 
regulation whatsoever, arising from your breach of this Agreement, the use of the Services 
(including any content transmitted, received or stored via the Services or part thereof), and all other 
claims arising out of any act or omission of your or any unauthorised use or exploitation of the 
Services or part thereof. 

 

12.2 You hereby agree to fully indemnify and to hold Doo Payment harmless from and against any claim 
brought by a third party resulting from your use of the Services or any associated  platform 
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(including but not limited to our Website, mobile application, or API services); and in respect of all 
losses, costs, actions, proceedings, claims, damages, expenses (including reasonable legal costs 
and expenses), or liabilities, whatsoever suffered, or incurred directly or indirectly by Doo Payment 
in consequence of such use of the Service or associated platform, and/or your breach or non-
observance of any of the terms in this Agreement and/or any applicable terms and conditions of 
any new services which Doo Payment may provide from time to time. 

 

12.3 You shall defend and pay all costs, damages, awards, fees (including any reasonable legal fees) 
and judgments awarded against Doo Payment arising from the above claims, and shall provide 
Doo Payment with notice of such claims, full authority to defend, compromise or settle such claims, 
and reasonable assistance necessary to defend such claims, at your sole expense. 

 

 

13. Confidentiality 

 

13.1 You acknowledge and agree that you: 

 

(a) may have access to our confidential information; 

 

(b) may only use such confidential information solely for the specific purposes for which it was 
disclosed by us to you or as expressly permitted by us; 

 

(c) will not disclose any of our confidential information to any third party except as required by 
law or any authority of competent jurisdiction; or to your attorneys, accountants and other 
advisors as reasonably necessary; or for the purposes of defending yourself in relation to 
actual or threatened proceedings, provided that in respect of these, you will give us 
reasonable notice in advance of such required disclosure, together with such details as we 
may request (where notice to us is permissible under Applicable Laws); and 

 

(d) will take reasonable steps to protect the confidentiality of such information, at least as 
stringent as those taken to protect your own confidential information. 

 

13.2 In addition, you will only disclose that confidential information only to your agents, representatives, 
and employees who have a ‘need-to-know’ such information in connection with the terms of this 
Agreement and are informed of the confidential nature and agree to act in accordance with this 
Clause 13. You will remain liable for any disclosure of such confidential information by your agents, 
representatives and employees as if you had made such disclosure.   

 

14. Personal Information and Information Sharing 

 

14.1 You acknowledge and agree that we may collect, use and disclose information relating to you, 
including your identification documents, the information you provide to us and the results of our 
identity verification and screening checks ("Customer Information"), to and among: 

(a) our affiliated companies (“Affiliates”);  
(b) our and our Affiliates’ business partners, including banks, payment service providers, card 

schemes, acquirers, exchanges and other financial institutions and referral or distribution 
partners;  

(c) our and our Affiliates' suppliers, service providers and subcontractors, including identity 
verification, screening, fraud-prevention, cloud, technology and payment-processing providers; 
and 

(d) regulators, law enforcement and other authorities, and our professional advisers, where 
required or permitted by Applicable Laws, 
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(each a "Recipient"), for the purposes of: 

(i) providing, facilitating and supporting the Services and related products and services across 
our and the Recipients' platforms; 

(ii) enabling you to open an account with, or use a product or service provided by, us or any 
Recipient without being required to complete the same verification process again; 

(iii) conducting customer due diligence, identity verification, screening and ongoing monitoring 
for anti-money laundering, counter-terrorism financing and sanctions purposes; 

(iv) risk management and fraud prevention; and 
(v) complying with our and the Recipients' respective legal and regulatory obligations. 

 
14.2 Disclosing Customer Information in accordance with Clause 14.1 does not transfer, reduce or 

discharge our or any Recipient's obligations under Applicable Laws. A Recipient that receives 
Customer Information may still be required by law to collect additional information from you, or to 
carry out its own customer due diligence and verification, before providing any product or service 
to you, and will be responsible for meeting its own obligations in respect of the Customer 
Information it receives. 

 

14.3 Some Recipients may be located outside Australia, and Customer Information may be transferred 
to, stored and processed in countries whose data protection laws differ from those in Australia. We 
take reasonable steps to ensure that Customer Information is handled in a manner consistent with 
the requirements of applicable data protection law, including the Privacy Act 1988 (Cth) and the 
Australian Privacy Principles. Our handling of your personal information, including these 
disclosures, cross-border transfers and the safeguards we apply, is described in our Privacy Policy. 
Where applicable data protection law requires your separate consent for a particular disclosure or 
transfer, we will seek that consent from you at the relevant time. 

 

 

15. Force Majeure 

 

15.1 Without limiting the generality of any provision in this Agreement, Doo Payment shall not be liable 
for any delay, failure or inability to perform our obligations if such delay or failure is caused by 
events, circumstances, or conditions beyond our reasonable control, including but not limited to: 
acts of God, insurrection or civil disorder, military operations or act of terrorism, all emergency, acts 
or omission of Government, or any competent authority, labour trouble or industrial disputes of any 
kind, fire, lightning, subsidence, explosion, floods, acts or omission of persons or bodies for whom 
we have no control over or any cause outside our reasonable control. 

 

15.2 The Services may occasionally be affected by interference caused by objects beyond our control 
such as buildings, underpasses and weather conditions, electromagnetic interference, equipment 
failure or congestion in the system. In the event of such interference, we shall not be responsible 
for any inability to use or access the Services, interruption, or disruption of the Services.  

 

15.3 In the event of a force majeure occurrence, Doo Payment shall be relieved of our obligations to the 
extent and for the duration of the disruption. Doo Payment will use reasonable efforts to mitigate 
the impact of the event and resume normal operations as soon as reasonably practicable. 

 

15.4 This Clause 15 shall not obligate Doo Payment to incur any additional costs, liabilities, or 
obligations to overcome the force majeure event, nor shall it entitle any party to claim compensation 
or damages for any resulting delays or interruptions. 
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16. Amendment 

 

16.1 Doo Payment reserves the right, at our absolute discretion, to vary, add to, delete or otherwise 
amend the terms of this Agreement or any part thereof at any time. Such changes shall become 
effective within twenty one (21) days upon notice to you, which may be provided through any means 
deemed appropriate by Doo Payment, including but not limited to email, notification on our platform, 
or publication on our Website.  

 

16.2 Your continued use of the Services after the effective date of any variation, addition, deletion or 
amendments to the terms of this Agreement shall constitute your unconditional acceptance of such 
variation, addition, deletion or amendments. You are advised to visit the Doo Payment’s Website 
from time to time to keep updated of the latest variation to this Agreement (if any). 

 

 

17. Governing Law  

 

17.1 This Agreement shall be governed by and construed in all respect in accordance with the laws of 
New South Wales, Australia. 

 

17.2 Nothing in this Agreement shall limit or prohibit our right to initiate legal proceedings against you in 
other courts of competent jurisdictions, and the legal proceedings in one or more jurisdictions shall 
not preclude the initiation of legal proceedings in any other jurisdiction.  

 

 

 

18. Assignment of Rights 

 

18.1 You shall not assign or in any other way transfer your rights or obligations under this Agreement or 
part thereof. We may assign the terms of this Agreement in whole or in part to any third party at our 
discretion. 

 

19. Severability 

 

19.1 If any clause of this Agreement shall be deemed unlawful, void, or for any reason unenforceable 
under the law of any jurisdiction, then that clause shall be deemed severable from this Agreement 
and shall not affect the validity and enforceability of any remaining clauses of this Agreement in 
such jurisdiction nor the validity and enforceability of the clause in question under the law of any 
other jurisdiction.  

 

 

20. Contact Us 

 

20.1 You may contact us at au.support@doopayment.com regarding any questions or concerns related 
to this Agreement, the Services, or your Account. 

 

 

21. General Provisions 

 

21.1 Doo Payment reserves all rights not expressly granted herein.  

 

mailto:au.support@doopayment.com
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21.2 Nothing contained herein shall constitute a partnership, joint venture or principal-agent relationship 
between you, any third party and us, nor does it authorize you to incur any costs or liabilities on our 
behalf.  

 

21.3 Our failure at any time or times to require performance of any clauses hereof shall in no manner 
affect our right at a later time to enforce the same unless the same is waived in writing.  

 

21.4 The terms set forth in this Agreement and any agreements and policies included or referred to in 
this Agreement constitute the entire agreement and understanding between you and Doo Payment 
with respect to the Services and supersede any previous agreement or understanding between you 
and Doo Payment in relation to such subject matter. 

 

21.5 You agree to comply with all Applicable Laws, statutes, regulations, and codes relating to anti-
bribery and corruption, including, without limitation to the Australia Anti-Money Laundering and 
Counter-Terrorism Financing Act 2006 and Australia Anti-Money Laundering and Counter-Terrorism 
Financing Rules Instrument 2007 (No. 1). You confirm that you will act in compliance with such 
requirements and will provide any information or documentation reasonably requested by Doo 
Payment to ensure such compliance. 

 

21.6 This Agreement is drawn up in the English language. We may provide you with a translation of this 
Agreement, or communicate with you in another language, for convenience only. If there is any 
inconsistency or discrepancy between the English version of this Agreement and any translated 
version, the English version will prevail. 


